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Appendix — Specification of the Processing
of Personal Data in conjunction with

Cloud Services and IT Infrastructure

Services
Issued by TechSverige 2021

1. CONTACT DETAILS

Supplier

Customer

Name and Reg. No. | Rackfish AB, SES56614324301

Account holder registered in my.rackfish.com
or according to the first page of the agreement

Representative Johan Olde CEO

Account holder registered in my.rackfish.com
or according to the first page of the agreement

Data Protection
Officer, if any

2. Instructions

2.1. Brief description of the Service and the purposes of the processing

State all purposes for which personal data are to be processed by the supplier:

online video, databases, analytics tools, and more.

Operation of server and internet services, dedicated or shared, as well as related services such as domains, email, certificates, CDN,
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2.2

2.3

24

Categories of personal data

State what personal data are to be processed by the supplier

The services allow the customer to arbitrarily install, upload, transfer, process, and manage personal data, which makes it impossible to
generally specify which categories are processed. Rackfish does not actively process data. It is the customer's responsibility to register
which personal data is processed and to ensure that the security of the services is adapted accordingly.

State what special categories of personal data are to be processed by the supplier (if any):

Rackfish does not allow special categories of personal data to be stored in the services. In cases where, for example, ethnic origin,
political opinions, religious or philosophical beliefs, or information about health and sexual life are stored, it must be specifically
specified by the customer, and the security level should be specifically verified or adjusted. Since the customer can arbitrarily add data, it
is the customer's responsibility to ensure that the processing is correct, and Rackfish cannot be held responsible for incorrect processing.

Categories of data subjects

State what categories of data subjects the supplier will process personal data for and to what extent:

Employees and other system users, names and email addresses. Visitors' IP addresses and other personal data that the customer stores in
the services.

Processing activities (storage, administration, combination of records, etc.)
State what processing will be performed by the supplier:

Rackfish does not actively process customers' data, but it is possible for customers to publish, process, copy, delete, and move data that
may be personal data in the environments provided by Rackfish. Rackfish only processes personal data on behalf of the customer to
fulfill the service agreement, as well as in connection with, for example, support, troubleshooting, optimization, and billing.
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2.5

2.6

Location of personal data processing
State all countries where personal data may be stored and/or processed by the supplier:

The processing of data takes place in Sweden. In cases where a subcontractor handles data outside of Sweden, Rackfish shall ensure that
the transfer is conducted in accordance with the applicable requirements for such transfers under data protection legislation.

Use for the purposes of improving the Service

If the supplier is entitled to process personal data ‘for the purposes of developing and improving the
Service’, this shall be expressly stated in the following completed table.

Specification of the categories of personal data that may be used for the purposes of improving
services that the customer has ordered (e.g.: name, address):

Employees and other system users, names, email addresses, and IP numbers. Visitors' IP addresses and unstructured data in media that the

customer makes available.

This personal data shall be obtained from the following processing activities that the supplier
performs on behalf of the customer (e.g.: backup, storage, troubleshooting):

According to specific instructions from the customer, as well as: storage, backup, processing, and distribution. Conversion, copying,
deletion, and moving. Troubleshooting and support.

And may only be used by the supplier for the purposes of improving and/or developing the
following kinds of service or categories of service ordered by the customer (e.g.: the supplier's

error handling process):

Support, error handling, content processing, storage and distribution, as well as support systems for these. Only on behalf of the customer
or when work cannot be performed with test data.
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3. Security measures

State all organisational and technical security measures that are to be implemented by the supplier (the
supplier’s internal security policy shall be available on the website or another accessible location stated in
the Specification):

The provider's technical and organizational security measures are outlined in the Security Policy and IT Policy, which are published at
www.rackfish.com/legal.

3.1.1 Physical access control

Measures to prevent unauthorised persons from gaining physical access to IT systems where personal data
are being processed:

All systems are located in Sweden in the company's rented and locked cabinets in data centers with full access control and 24/7 security
guard presence. Only company personnel whose job duties require it have physical access to the systems. See also the security policy.

3.1.2 Access control for systems

Measures preventing unauthorised persons from using IT systems:

Systems are protected by personal usernames and passwords, and access is granted only to those who need it, as specified by the
customer. When systems allow, Rackfish recommends the use of multi-factor authentication. Some systems can also be locked down so
that access is restricted, for example, based on the network that is connecting.
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3.1.3 Access control for personal data

Measures to ensure that people authorised to use the IT system are only granted access to personal data in
accordance with the persons’ set access rights:

In general, the customer is granted access to the system. Additional access is managed by the customer or by Rackfish on behalf of the
customer, registered as an authorized signatory, system owner, or a similar designated contact person.

3.1.4 Access control during transfers

Measures to ensure that personal data cannot be read, copied, altered or deleted without authorisation when
being transferred by electronic means or during transfer to or storage on storage units, including measures to
ensure that the recipient can be identified and cleared when personal data are transferred by electronic
means:

As arule, encryption is used for all transfers where possible.

3.1.5 Control of personal data entry

Measures to ensure that it can be subsequently reviewed and determined if and by whom personal data was
entered, altered or deleted in the IT system:

In servers installed by Rackfish, logging is typically used to track events, and to the extent that backups are used, they can also be used to
restore data.
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3.1.6 Accessibility checks

Measures to ensure that personal data are protected against accidental destruction or loss:

Systems typically have good redundancy against accidental hardware failures. Rackfish recommends logging and backup, as well as
version control where appropriate.

3.1.7 Separation checks

Measures to ensure that personal data collected for different purposes can be processed separately:

Not applicable.

3.1.8 Retentionrules

Measures to ensure that personal data are deleted during and after the term of the Agreement when it is no
longer necessary for the purposes for which the personal data are processed:

After the contract period, data is deleted within 60 days, or upon the customer's request. Other data is managed by the customer or with
assistance from the provider. Data controllers should maintain records of personal data in, for example, films or other unstructured media
to ensure proper data purging.

During the term of the Agreement: as soon as possible and at the latest within from when the
customer asked for the personal data to be erased.

7 days. All data can typically be deleted by the customer or with assistance from the provider, usually within 1 business day.
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After the Agreement has ceased to apply: see Sub-clause 8.2 of the Data Processing Agreement.

In deviation from this, extended storage must be ordered by the customer before the contract expires. Rackfish is not responsible for
storage after the service has ended.

3.1.9 Security policy

State the supplier’s internal security policy that applies to the processing

of personal data, or alternatively refer to the website or other accessible location where the security policy is
available:

The provider's technical and organizational security measures are outlined in the Rackfish Security Policy and Rackfish IT Policy, which
are published at www.rackfish.com/legal.

3.1.10 Certifications, etc.

State any certification mechanisms or codes of conduct for data protection that the supplier has been
granted or has undertaken to comply with:
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4. Sub-processors approved in advance

The supplier is entitled to use the following sub-processors to process personal data under the Data
Processing Agreement:

Name Location of processing (country)

G-Core Labs S.A. Luxemburg, EU
Disaster recovery and backup storage
CDN services available to all other customers upon request.

Scaleway SAS Frankrike, EU
Disaster recovery and backup storage.

Global Connect AB Sweden, EU
CDN services, if applicable.The default choice for northern
European entities.

Bunnyway informacijske storitve d.o.o. Slovenia, EU
CDN services, if applicable. The default choice for most non
northern European entities.

Fastly Inc US.A.
CDN services, if applicable. Available for all other customers upon
written request. It will not be used for any customers who have not
explicitly requested this processor.
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